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About the Smart City Consortium (SCC)

The Smart City Consortium (SCC) comprises a group of professionals from different corporations
and organizations with the aim to provide opinions and suggestions to the Government for
formulating related policies and standards in the development of Hong Kong as a world-class
smart city. We encourage worldwide collaboration with different stakeholders to create the right
ecosystem, which fosters innovation and sustainable economic growth for Hong Kong.

FARSE S mEE (SCC)

BEEWTEE (SCC) ER—HRBARAATNEBNERAL  AFTELEAS—{ETH
FRNERNT > EBCRNREEERHERERNES - BMASREZHRRFENSH
HEMEMRAIESENERRG  (REFEARLEBNAHELR -

Messages to Public
YN

Feature Story
Smart City 3.0 for Hong Kong: Strategies and Prospects

HENS
BAEEEWNT3.0 | RIS

Event Review

EEIE]

SCC Corner
IR

Exclusive Interview
Eric Yeung’s 40-year journey to the smart city

V&R
BEE  IEEA0E



l|‘|:| L\ mE’J HE
Messages to Public

marter
ity
marter
ong Kong

*ﬁiﬁ’zﬁ'ﬁi
Mr. EricYEUNG
Convener

The SCC has connected with various stakeholders
in the industry since its foundation.VWe have also
signed Memorandum of Understandings (MoUs)
with more than 10 international organizations,
which has laid solid foundations for smart city
development in Hong Kong.

In the past year, our members were very devoted to
SCC activities. They became the driving force of the
SCC so that we can continue to break through.

| hope that more smart products and services will be
provided to the whole community so that a smart city
will no longer be an agenda within the industry, but
a vision that every citizen is committed to realizing.

SCCHILES » INERTRRAABFHME >
FHETZEEREMRITRRETE > HER
MR TREER -

BE—F > REEEHHOBESCCEE > &
) TSCCHIER » SBPIGURERRE -

HEZRRAKDSERESMHNER &R
BElY > SEBERTARE—EXATEERE
s > EME—EZETREZRRBRAL
BFHEENORS -



£ 22 5 mh B 2R

Smart City Consortium

BSWMZES, J
Dr. Hon Ellzabeth QUAT, JP
Co-chairman of Steering Committee

In recent years, the Hong Kong Government has been
placing a higher emphasis on smart city development.
However, a‘Smart City’ must be founded on a ‘Smart
Government’. The Government must equip their
teams of civil servants with innovative thinking,
technology literacy, and the courage to change.

| hope that in this coming year the SCC will be able to
implement a number of viable public-private projects
with various Government departments to better
promote smart city development in Hong Kong.

The rapid development of the SCC in the last year
has created an effective platform for knowledge
exchange and cooperation. We are looking forward
to welcoming more of our friends to join us as
members as well as and their valuable participation.
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| am really proud of the achievements of the SCC
in the past year. The miracles have come from the
passion and endless support supplied by all members
and friends.Thank you so much!

In order to provide opinions, suggestions and insights
to the Government for the development of Hong
Kong as a world-class smart city, we shall continue
to organize events and activities for interactions and
exchange of ideas so that together we can co-create
the future of our smart city.
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Smart City 3.0 for Hong Kong:
Strategies and Prospects
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Imagine a city where public and business decisions are made instantly based on real-time big data
analytics. Not only are citizens well-informed about city development, they are also smart enough
to initiate businesses and social projects by means of crowdsourcing and crowdfunding. It is a city
driven by the co-creation of citizens, academia, government and businesses, enabled by sophisticated
analytics and underpinned by the Internet of things (IoT) sensors. Although this is a hypothetical
scenario, some world-class smart cities like New York and Barcelona are not far away from realizing
it. In contrast, we will have to ask ourselves how far is Hong Kong from achieving this vision and how
could we all contribute to make Hong Kong a top-tier smart city?

Why smart city?

Over the past 10 years, the discourse around
smart city development has been increasingly
popular around the globe. The smart city concept
was first coined by IBM in 2008'. Though the
concept has been continually evolving, it can be
generally defined as “a city that uses information &
communication technologies (ICT) to improve the
quality of life of citizens, optimize resource usage
and maintain sustainable development” 2.

Smart cities are built to address urban issues
like sustainability, traffic congestion and energy
management. By 2050, nearly 70% of the world’s
population will live in cities®, which means that
cities will generate the largest amount of carbon
emissions and consume most of the world’s
energy and natural resources. Therefore, the way
to build and manage cities has become world
leaders’ focal point of interest. Smart cities provide
a sustainable solution to maximize efficiency and
the quality of welfare as well as services. It also
enables new business models, promotes innovation
and supports better decision-making because
it facilitates the identification of citizens’ needs
and encourages innovative approaches for new
solutions. All of these benefits have encouraged a
rise in the number of smart cities around the world.
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Hong Kong’s advantages and challenges

Hong Kong is one of the pioneers of smart city
development in Asia. Since 1998, the Hong Kong
Government has adopted various ICT projects, with
policies like the Digital 21 Strategy to more effectively
serve the varied needs of the Government, businesses,
and citizens through electronic channels. Over the
decades, the Government has made considerable
efforts in building Hong Kong into a smart city, as
demonstrated in projects like Energizing Kowloon
East, which is on its way to becoming a “Smart City
district” and having recently launched a demonstration
of a “Smart Parking” mobile app in July 2016. Hong
Kong is a robust knowledge-based economy and has
the full potential to be developed into a world-class
smart city, with a professional and efficient workforce,
enterprising entrepreneurs, a high-quality education
system, sound legal and banking systems, and last but
not least, a stable government capable of managing
various infrastructure and development projects.

Despite this, many research reports that evaluate
smart city development have suggested that Hong
Kong has not fully realized her potential. A notable
example is the Smart City Development Index 2016,
reviewed by International Data Corporation (IDC)*,
which clearly shows that Hong Kong is lagging behind.
The report indicates that neighbouring cities including
Taipei, Incheon, Singapore, Shanghai and Beijing are
outperforming Hong Kong in aspects like economic
development and social services.

Even Hong Kong citizens feel the pressure to catch up.
In a survey titled “Would Smart Technologies Smarten
up Hong Kong?” ® conducted by the Hong Kong Internet
Registration Corporation Limited (HKIRC) in July 2016,
the responses reflected that the quality, breadth and
depth of products and services in the following areas
need substantial improvements: Smart Government
(36.1%), Smart Living (21.3%), Smart Mobility (20.8%)
and Smart Economy (16.8%). In short, professional
bodies and the public have both expressed concerns
that Hong Kong is falling behind in the smart city race.
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The Smart City 3.0 Vision

The Smart City Consortium (SCC) has striven to
develop Hong Kong as the world’s leading smart city
3.0. According to Dr. Boyd Cohen, an internationally
renowned urban strategist, there are three phases
in the evolution of smart city initiatives, beginning
with company-driven technology (smart city 1.0), to a
government-driven city (smart city 2.0) and finally to
citizen-driven (smart city 3.0)°. Songdo in South Korea
is an example of smart city 1.0 where technology
companies lead the adoption of smart city projects,
but these have limited impact on the quality of life as
citizens may not understand the implication of these
solutions. In a smart city 2.0, the initiative is led by
city administrators instead of technology companies.
One typical example is Barcelona, where the mayor
has initiated over 100 smart projects to significantly
improve the citizens’ quality of life. However, the
success of smart city 2.0 may not be sustainable
because it depends very much on the administrators’
vision.

Hong Kong will benefit the most from the smart city
3.0 initiative because it will align with the interests of
our citizens. It should be noted that many smart 3.0
examples, like Vienna, still remain active in the 2.0
model. Nevertheless, the 3.0 cities also emphasize
citizen engagement and co-creation among different
parties like the government, technology companies,
community organizations and individuals, so as to
maximize the impact on the quality of life of citizens.
One successful case of a smart city 3.0 is Jakarta
in Indonesia, where researchers have developed a
real-time map of flooding by crowdsourcing citizens’
Tweets in social media to monitor severe flooding
during rainy seasons. The project is successful
because it engages Jakarta citizens to solve real-
life problems. This bottom-up approach is a good
example for Hong Kong since it can foster a sense of
belonging among citizens and cultivate their innovation
through continuous collaboration, making smart city
development a truly sustainable social project.

On the other hand, the Hong Kong Government should
take the lead and embark on smart city development
by utilizing a comprehensive range of strategies.
According to Cohen, a smart city is a multi-disciplinary
initiative which comprises six components, namely:
“smart government”, “smart economy”, “smart
environment”, “smart mobility”, “smart people” and
“smart living””. All these components are vital to the
overall success of building smart cities and they require
detailed policy support. Although the Government has
made huge efforts in realizing smart city initiatives,
they need to act promptly in the following aspects.
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Smart government: enhancing public services
with spatial data

Open data and availability of spatial data infrastructure
(SDI) are prerequisites of well-developed information
services. Real-time traffic conditions, building inspections
and business statistics are examples of useful spatial
data that can contribute to better urban management,
including aspects such as energy consumption
management, waste management and building
maintenance. Although many government departments
have developed geographic information system (GIS)
to analyse and manage spatial data, they do not make
application programming interface (API) available to the
public, thus it is difficult for application developers to
integrate spatial data in creating further work and values
that could benefit society.

It is also the Government’s role to initiate and facilitate
the implementation of SDI. This can be achieved by
collaborating with both public and commercial sectors
to define the level of service and agree on a clear
roadmap. Moreover, relevant laws and regulations should
be reviewed, particularly on protection of privacy and
personal information.

Smart economy: proactive decision-making in
a changing economic landscape

The pace of FinTech development is accelerating and
the Government must seize this development opportunity.
With the number of Stored Value Facilities (SVF) licenses,
which regulates service providers of prepaid payment
systems, escalating from 5 in 2016 to 13 in the first
quarter of 2017 &in Hong Kong, there will soon be intense
competition in the e-Wallet market. Furthermore, technical
innovations, such as the Blockchain, have presented new
business opportunities and scope for cost saving to the
Government and private companies alike.

The Government should be proactive in establishing an
institutional framework to encourage new technologies
rather than maintaining a risk-averse approach to
innovation. In particular, the Hong Kong Monetary
Authority (HKMA) could take the first step by developing
frameworks to lower the entry barrier for companies
to start small projects or pilot tests. It should also be
prepared to step in and mitigate possible tensions
between traditional licensed banking institutions and new
solution providers.

Smart environment: green rejuvenation in old
urban areas

Reducing electricity consumption is the top priority for
the Government to achieve environmental sustainability.
According to the Environment Bureau, electricity
generation is the largest source of local greenhouse gas
emissions in Hong Kong, accounting for about 68% of the
total in 2012°. In particular, the use of air conditioning in
both the commercial and residential sectors is the single
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largest category of electricity consumption. Therefore,
new technologies to retrofit buildings with more efficient
air conditioning devices must be explored to reduce
electricity consumption.

The adoption of BEAM+ (Building Environmental
Assessment Method Plus) construction for new buildings,
which is an internationally recognized suite of rating
tools for green buildings, demonstrates the Government’s
commitment to energy reduction. Furthermore, it is
important to improve energy efficiency and environmental
performance of old buildings. According to the Buildings
Department, over 85% of buildings in Hong Kong are 10
years or more™, and require retrofitting technologies
to help achieve energy saving objectives. Fortunately,
some local companies have taken the lead to develop
award-winning solutions, such as SmartAirCon, to reduce
greenhouse gas emissions. The utility companies in
Hong Kong can subsidize the installation of these smart
loT devices to reduce peak electricity demand and
greenhouse gas emissions.

Smart mobility: building a citywide loT network

Hong Kong should also explore ways of constructing
a citywide loT sensor network to improve both public
and commercial services. loT sensors are application-
specific devices which include CO2 sensors, humidity
sensors, RFID sensors and high-definition cameras.
Not only can they provide better environmental
monitoring, they could potentially reduce urban traffic
congestion by analyzing traffic flow automatically and
on a real-time basis.

The Government can adopt a Public-Private-Partnership
(PPP) model to accelerate loT network construction.
The LinkNYC project in New York in 2015 is a good
example of PPP, whereby corporations paid the cost of
constructing Wi-Fi kiosks in exchange for commercial
provision, like touch-screen vending machines
and advertising panels. These kiosks quickly
expended their services to provide public information
like location-based travel information and public
transport information. The loT kiosks soon covered the
whole city and it has proven to be a success.

Smart people: nurturing an ICT-literate
generation

To foster a culture of creativity and innovation, the
Government must endeavor to boost ICT education,
improve job creation and business environment for
startups and entrepreneurs. Nowadays students seem
to lose interest and aspirations to become scientists
due to a lack of systematic education in science,
technology, engineering, and mathematics (STEM), all
of which are vital to a technology-driven knowledge
workforce. Apart from formulating a comprehensive
ICT education policy, it is worth introducing a training
scheme for engineering research students to jointly
receive funding support from SMEs and the Government;
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this would aim to raise the industry standard. Lastly, the
business environment will be greatly enhanced if the
Government takes the lead to procure local IT products
and support local companies in their adoption of the
latest technologies.

Smart living: 4P approaches for the Hong Kong
health system

The aging problem in Hong Kong poses a formidable
challenge to smart city development. Currently, there are
an estimated 35,000 elderly citizens waiting for nursing
homes. By 2040, one in every three citizens in Hong
Kong will be over 65 years old', putting unprecedented
pressure on the healthcare system.

Using a “4Ps” Partnership approach to link up families
and community organizations (People), caregivers
and doctors (Private) and policy implementers in
government (Public) with a holistic and pro-active smart
health system can keep our citizens safe, healthy and
productive. At the same time, smart technologies can
alleviate the problem with the threefold “proactive”,
“predictive” and “preventative” approaches. For
instance, a proactive smart health monitoring system
based onanloT network to detect one’s real-time health
status is worthy of consideration. The system can also
be integrated into smart home devices and linked up
with a specific clinic and hospital, thus providing more
comprehensive health data for medical treatments.

Furthermore, the Government can consider establishing
a big data analytic platform for medical professionals as
a predictive tool for chronic diseases. By integrating raw
data and digital health records, the system can identify
correlations between environmental changes and health
risks, which enables a more personalized treatment.
This solution can be supplemented with a preventive
community network; this would involve the Government
emergency departments, medical professionals and
community organizations, all of which would provide
immediate support and emergency services.

The multi-disciplinary approach to smart city development
represents a paradigm shift for economic regeneration,
social cohesion and better city administration. These

suggestions provide the foundation for ongoing discussion
and the SCC is committed to establishing an open
dialogue with the various stakeholders aiming to co-create
a people-oriented smart city for our next generation.
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Event Review

th Mar, 2016

The Smart City Consortium (SCC)
Inauguration Ceremony was successfully
held on 15th March, 2016. The Ceremony
was officiated by the following Guests of
Honour, namely, Dr. David Chung, Under
Secretary for Innovation and Technology;
Mr. Eric Ma, JP, Under Secretary for
Development; Ir. Allen Yeung, Government
Chief Information Officer, and Mr.
Yang Cheng Wei, Deputy Director-
General, Department of Youth Affairs,
Liaison Office of the Central People’s
Government in the HKSAR. Legislative
Council members Dr. Hon Elizabeth Quat,
JP, and Ir. Dr. Lo Wai-kwok, SBS, MH,
JP, with over 200 guests from different
sectors also attended the Ceremony to
witness the historic moment.

2016FE3H815H - TBEHmEE

(SCC) FhEEHSESAII RRHXEE
BRiEEREL  ZERBEIBREEN
o BUTEMBHRGERIEHTE R
PEOR S F LEREIBRBMIELEE
FTREE - IAgREEWMZXENE
BEETRBB200ZERATHEL
FREESCCRIL -

st Jun, 2016

On 21st June, 2016, the SCC signed a
MoU with IngDan and was followed by
a FinTech forum and the first members’
networking gathering. Over 300 members
and guests participated in the event with
positive responses.

2016F6F21H - B MR HEE
RERBETHE > B HTETEMRHR
WMELEETERRNEY  RiZER
S00UEBBREEZM -
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Smart City Consortium

th Aug. 2016

Public Consultation Forum on an Advisory Paper

10

wth Aug, 2016

SCC Smart Green Forum cum Networking

HEEEREEGERMEE

On 19th August, 2016, The SCC signed
a MoU with Tus-Holdings Co., Ltd.
(TUS) and China Digital Industry City
Association (CDICA) at the Hong Kong
Computer & Communications Festival
2016. The SCC also organized a Smart
Green Forum cum Networking event. Mr.
Andy Chung, Chairman of the Green
Committee of the SCC, served as the
moderator of the forum to discuss how
a smart city should address climate
change and energy issues.

for the Smart City Blueprint in Hong Kong

E’%iﬁﬁﬂiﬂ ﬁ?ﬁ%’%iﬁﬁ?ﬁﬁ’ IRy

“:' i‘)’A"

AAnQ R

The SCC held two Public Consultation
Forums on 4th August, 2016. Dr. Winnie
Tang, Founder and Chairman of the
Steering Committee and Mr. Daniel
Chun, Chairman of Smart City Blueprint
SIG, shared their insight on the Smart
City Blueprint for Hong Kong during the
Forum and had detailed discussions
with the participants in both Chinese
and English sessions.

BEW LN 2016FE8F4H81TT
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Event Review

2 th Sep, 2016

InnoTech Expo 2016 -
Smart City Forum —What's Hong Kong Waiting For?

Ll o S

DL DETEEEET RS

ElF{8E2016 -
BERThT—HEEEFEE?

The Smart City Forum co-organized by HEEEREESREENMHBEESH 2
Our Hong Kong Foundation (OHKF) and %8 Z i i it BB 5#18 » 759827 HMIAIR
the Sma_rt City Consortium (SCC) Was  ygEE0016 | 4T » 71 H B AT R FL
held during the InnoTech Expo 2016 in NS H S a2 ok SR B B Y
27th September, 2016. Seven experts 2 ° N SRR ; -

from the Government and private RHEERBEZOWNT - BHEEBMESCEE
sectors discussed how to make Hong LFT?ZWTE’J?E%[——EF‘.E::R BE5E

Kong a smarter city. One of the key BEIEEFRT T SERE -
speakers was Director Wang Zhiqin

who is a pioneer in developing 5G

mobile communications technology.

Submission of Advisory Paper for Building a

Smart City in Hong Kong
B E BN A PHARS

In response to the Government’s intiative A EIEBSHAR AR E B E Ziyg 2
on drafting a Smart City Blueprint, the REEENMBRAETE] » 2 HHEES
SCC carried out a five-week consultation, g ﬁﬁﬁuLﬁT BAEs 2NN\ DR
which commenced in August 2016; it W, BhOERE A BRNRE - e

included two public forums to collect
b z g
public views, industry opinions and expert TREEARFRORR » EBRES

advice on building a smart city in Hong MBNEE - TR T —HBERESED
Kong. With the collaborative effort from all ESE@E’]EPHJﬁEm s WH10 AIRSAGBUN
parties, an advisory paper (interim report) & RBLEEISEM AL -

with solid suggestions and strategies was

completed and submitted to the Ir Allen

Yeung, Office of the Government Chief

Information Officer in October.

Smart - &
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Smart City Consortium

=

th Jan, 2017
StartmeupHK Festival 2017 - The Connected City

20175 StartmeupHK gl 2 &f

On 17th January 2017, the SCC and 201718170 - EEHmEiEBRKPMG
KPMG co-organized a one day event ffFIBipAIIANI &2 PiStartmeupHK
during the StartmeupHK Festival Festival 2017 — The Connected City >
2017 - The Connected City at PMQ.  ramsgzaer (4 HAEMAIE - UK
Key highlights included innovations FEERE Y EEER - QEYEE
for the next generation of city living, HBIE AN » SHEIESHENEREE -

with case studies of technology from o JiN
around the world, including loT and EIRIFIERP] BERERIER -

data analytics that aim to enhance
the livability, workability and growth in
renewable energy in cities.

Thematic Forum BH:a1E
Smart City for Better Living

ERABRALEER

Leading Organiser
i)

Platinum Sponsor i nsSOr computermm
2 ~

m mtechnologies

IES 2017-Thematic Forum:
Smart City for Better Living

B EERHAC RS R SR —

BEEERNESINT

The 2nd Internet Economy Summit 5 _fE GBI EIESH-2017F48 %
(IES) was held in mid-April, one of the £2{7 , E rh— (=528 518 B 250 i T B

thematic forums focusing on a ‘Smart  egp-4gH11H &R

RIEETRIMEES

CI was oganized by the SCC O mimmRE - BERREEEABES

11th April. All speakers and panelists

discussed and shared their experiences REERIT TR M PBAER NG -

and challenges in the development of If

RHERBLEERESE

a smart city. Practical solutions for a I MERERIEMHAITHE -

city’s sustainability, better living as well
as a smart city blueprint for smart city
development were discussed during
the forum.
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Four-P play for a smart,

competitive Hong Kong

Winnie Tang
Published on Harbour Times on 12 December 2016

APBN & &z X A5l

A
JRFIRS (153455 20165F12530H

SRiFNAR m+ uP G e
Dr.Winnie TANG;, JP o et s st A%, : “

Co-chairman of Steering Committee ‘, £~

The World Bank’s Smart Cities Conference — held in Yokohama,
Japan in November 2016 — presented some good examples
from around the world on how to use a bottom-up approach with
active citizen engagement to increase the chance of success in
implementing changes. The audience was interested in learning
about the successful transformation of Yokohama through the
cities’ many initiatives, such as the development of the Minato Mirai
21 central business district.

One of the critical features of this transformation is how the
Yokohama Government consciously pushed the private sector to
develop new technologies as the drivers of economic growth, such
as those in fuel-cells cars and energy conservation. Some of these
innovation are oriented toward the social sector, as well, to improve
citizen engagement — for example, the “Local Good Yokohama”
initiative, which provides a platform for citizens to share their
thoughts and to participate in the city’s various activities. The World
Bank, at the same time, through its Tokyo Development Learning
Center program is actively engaging with Japanese cities such as
Yokohama, to identify and disseminate practical solutions to many
complex development challenges like competitiveness, inclusion,
and sustainability.

Nowadays, with the popularity of the internet, smartphones and
social networks, public participation in decision-making is becoming
increasingly common. To better realize the increasing public demand
for input into policy formulation and infrastructure planning, a “4Ps”
approach — with a Partnership among the Public (the government),
the Private (corporations and civic associations) and the People

‘e

AT &2

ok 2
2 o »
P b iss ST 0l &
RETIIA o5y L LR MR LGk, Lb

2016 F 1B EAAEBRTHHRABRITEERTEE - B
TEXRADM AR TmME - AREBEINNENFF - ELF
BEMBCKENEEBM TERTE - EWHEBENINRE
B TEFREK21)  (Minato Mirai 21) BBEFLE » 7D
/\E%%BDEUE;FEI

Minato MiraiASRE TREREE)  EEEERDT
BNEERATMIBFRMTNER - DERR) L

WBOEM ZBIARZABIMIE - 2RAINIRE: - BITRTERS
B EEHZE R EZRIR - AN E T B EE
(fuel—oells car) ~ BERRBNHMERERRR » AKE
EREERE - @ - BEEIANPHARSEER - U0
HAh—f@¥&Local Good Yokohama » IFREZEMRSZ1E
L2 B TR AYEE) -

BaefRfE RIFLHE
BEE B BeEFHAHRKREER  SHSARESZ
BURRERAMER - RETEERSURN - EEER

RIREBEER - BEMEBTATNER - BUF (Public) ~
FLEIE (Private) IITHRAR (People) KAJ&EREBH
(Partnership) > 2% FEWEA%J _JZ r4p ’“—Fﬁ'ﬁ
FENBEBERTIERESHEET - BEFHARSHE
BEPHEHI » thSESEDE -



(the citizens) — is formed to help improve the development process.
As a result, the city can reduce the risk of unforeseen oppositions,
allocate clear responsibilities and rights, and create opportunities
for public input.

To use public input most efficiently and effectively, the use of the
latest technology — for example, big data, artificial intelligence and
internet of things (IoTs) — that allows for the quick capture and
analysis of public data is critical.

This “4Ps” approach is relevant in addressing one of Hong Kong’s
key bottlenecks to competitiveness: its fast-aging population and
workforce.

The Census and Statistics Department in 2015 announced that
Hong Kong has about 1.12 million people aged over 65 — and 15%
of them are over 85. By 2040, however, one in every three persons
in Hong Kong is likely to be over 65.

To facilitate healthy aging in Hong Kong, using the “4Ps” approach
to link up families and community organizations (People), caregivers
and doctors (Private) and policy implementers in Government
(Public) with a holistic and pro-active smart health system can
keep our citizens safe, healthy and productive. A recent advisory
paper by the Smart City Consortium suggests that a smart health
system, with the 4Ps in place, can be constructed by the following
three-pronged approach:

e a Pro-active Smart Health Monitoring using an loT network to
monitor individual’s real-time health with links to the individual’s
family, doctor, clinic and hospital to provide comprehensive
health management;

e a Predictive Smart Health Analysis by which digital healthcare
professionals detect acute diseases and provide real-time
advice for personalized medical treatment; and

e a Preventative Smart Health Community Network with the
sharing of electronic health records, which enables tele-medical
consultation for patients with chronic illness. When required
under emergency situations, the nearest neighbor or healthcare
practitioners would receive alerts to locate the person in need.

This is just one example of how Hong Kong can use the “4Ps”
framework with the support of the latest technology to tackle the
problem of an aging city. What’s more, apart from conventional
caretakers and medical practitioners, this new approach creates
job opportunities for talented people from various fields, including
sensor-network planning, biometric-data monitoring, social-
behavioral model building, big-data analysis, and acute-diseases
predictive model-building.

“Smart City (SC) means Competitive City (CC)”, according to recent
comments by Kurt Tong, the U.S. Consul General for Hong Kong and
Macau. Indeed, if the Government can take the lead to promote
cohesive collaboration with various players in the cities, not only can
Hong Kong address the demands created by an ageing population,
but our city can also enhance efficiency and stay competitive in the
years to come.

& 2 3} 11 f €8
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Security standards

for HK’s smart city blueprint

Ronald Pong and Daniel Chun
Published on ComputerWorld on 11 April 2017

HEE =

BEIEX ~ PTF

Imagine a Bluetooth-enabled toy or a Wi-Fi-enabled
monitoring camera which is supposed to bring joy to kids
and safety to homes is turning evil one day. It becomes a
tool for hackers to collect your images and other personal
information, and then hold you for ransom.

This is not a Hollywood movie script. This is already
happening around the world. Children’s latest gadget
Cloudpets and Cayla were reported as targets for hackers
because their product and software design can be easily
compromised. Reports by CNN, NYPost have reported
that Cloudpets could leak voices, photos and location
information. BBC also has reported that the Cayla doll
also exhibited the same potential vulnerability to hacking.

When loT becomes more pervasive and millions of new
products become connected to the Internet, there will be
more vulnerability found and cybercrimes unfolded from
these loT devices. Viruses, Trojan horses and ransomware
are not new, but with |oT, they could easily perpetuate to
the new things that promise to be connected, smart and
Internet friendly.

Bringing standards to HK

At the Smart City Consortium, we believe the best
practices and standards like ISO/IEC 15408-1:2009, also
known as the Common Criteria, should be adopted in
the HKSAR Government’s upcoming smart city blueprint.
Furthermore, the Government through the OGCIO should
also consider building its own loT security certification
centre that follows the Common Criteria.

The adoption of this standard is expected to provide
evidence and traceability of the loT-related products. It
also helps these products conform to minimum security
standards and formulate a governance framework suitable
to combat any potential risks in data management.
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Mr. Ronald PONG

Chairman, IT Governance Committee

Consumer electronic products may not require the highest level
of certification, as compared to the enterprise systems such as
payment terminals or mission-critical sensors-based systems. It is
nonetheless necessary for the Government to start thinking about
the need for certification and the associated talents.

Another area the Government should consider is formulating a
strategy in Evaluation Assurance Level (EAL). EAL is a numerical
grade assigned following the completion of the Common Criteria
security evaluation. Consisting of seven levels, the EAL level does
not measure the security of the system itself, it simply states at
what level the system was tested.

EAL can also help to protect Bluetooth-enabled devices, which
are also adopted in smart city initiatives. With the new Bluetooth
5.0 standard providing higher performance, wider reach and
better connectivity, it is essential for associated attacks like
Bluejacking, Bluesnarfing or Bluebugging to be minimized with the
EAL certification.

CC adoption in the region

In Taiwan, the ISO/IEC 15408 Common Criteria has been adopted
since 2009 and in China a similar standard has also been adopted
by the China Information Technology Security Evaluation Centre.

The adoption in Taiwan and China demonstrate the need to raise
standards of information security as a result of the proliferation of
smart cities initiatives and loT technologies.

The critical question that remains to be answered is not why, but how
Hong Kong can adopt this certification. Who within the Government
should enforce the certification of loT-related products? Is it the
responsibility of a particular Government department like the
Electrical and Mechanical Services Department or a third-party
body? These questions need to be further discussed.

el ot

Smart City Consortium

Mr. Daniel CHUN
Chairman, Research & Blueprint SIG
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Exclusive Interview: Eric Yeung

Eric Yeung’s
40-year journey
to the smart city

BEE

i B EK40E

“l was in primary 1 when | started learning computer
programming,” said Eric Yeung with a shy smile. The
IT entrepreneur was overwhelmed with excitement
whenever he spoke of computers and innovation
technologies. Though born in a traditional Chaozhou
bakery family, he chose to found his IT company instead
of inheriting the family business 20 years ago. Since 2016,
he has even assumed a new role as the convener of the
Smart City Consortium (SCC), regardless of how many
industry seminars and policy meetings he had to attend.
The question is, what carried him so far?
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Self-study to lay IT foundations

Eric’s affection for computers came from his elder
brother. “I would not have gone this far if he wasn’t
there. It was he who brought me to computers and the
IT industry.” While Eric’s primary school classmates
were reading comics, the little boy was playing with his
brother’s Mac, which was the 1980’s model that looked
exactly like an astronaut’s helmet. In Secondary 3,
Eric spent his leisure time as a part-time programmer
and learnt the invoicing system. Soon his teachers
discovered his talent and gave him a special duty,
which was to compile a digital track table for the
school sport’s day. Before that, teachers had to mess
around with drawing tables with their own hands.

“At that time, | was completely wrapped up in programming,”
he recalled that he joined the Hong Kong programming
competition in Secondary 5 with excitement, “and |
believed | was capable of creating something.” During the
competition, he created his first computer mini-game and
became determined to study computer science in university.
It was a difficult goal because there was no IT subject in his
secondary school. However, Eric became the first student
to self-study IT and attained an A grade in the open exam
to enroll in computer science at the Chinese University of
Hong Kong.

Walking along a narrow path

Coming from a family of successive Chaozhou bakers,
Eric did not have to venture into a new business, but he did.
Before graduation in 1999, he co-founded his first software
company with his elder brother. They had a good start but the
company closed down after two years due to the dot-com
bubble burst in 2001.

These ups and downs upset Eric a lot, “but | have
never thought of returning to the bakery,” he chuckled,
“and my family knew it well.” He later reflected on
this bitter experience, “I misinterpreted business as
interest, but after all business is business.” Although
interest is important in maintaining work momentum,
he realized the importance of discerning the market.
Shortly after closing the first company, he met his
current partner and started his second business. The
persistent young entrepreneur now understands how
to build a strong foundation and mitigate risks, and as
such, his company sustains.

Hong Kong in mind, smart city in view

After the business reaching a steady state, Eric started
to think of connecting with people who are passionate
about innovation to create greater synergy for smart
city development. Knowing that the Energizing Kowloon
East scheme was in full swing, he formed an expert

S
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Exclusive Interview: Eric Yeung
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panel with a dozen IT professionals and submitted a
development proposal to the Government. The panel
soon pooled talents who were interested in smart city
and was reorganized into the Smart City Consortium
(SCC) last year, in which Eric became the convener.

Leading an expert group is no less difficult than
starting a business for Eric, “At the beginning people
didn’t recognize what the SCC is, they even lacked an
idea of what smart city means,” he gave a wry smile.
Therefore, the SCC focused on pooling sectors of the
IT industry, first by organizing seminars of all sizes as
well as field trips to smart cities in the world. The SCC
also signed memorandum of understandings (MoUs)
with various countries and organizations, one of them
was the Smart City Development Alliance of China,
which enables Hong Kong professionals to formulate
standards of smart city development in China. After a
year, the SCC has operated smoothly and expanded
into an organization which spans 17 committees and special
interest groups, has signed over 10 MoUs and connected
with more than 100 technology enterprises.

Public expenditure must serve its purpose

Apart from strengthening connections with overseas
organizations, Eric hoped that the SCC can take up
a bridging role in the IT industry. “There are lots of
excellent researches projects in Hong Kong, but they
have not yet been commercialized and turned into real
products.” The key solution, as Eric claimed, was not so
much on subsidies but a lack of powerful lobby group,
which the SCC has aspired to be. He cited a local
company which was planning to retrofit all telephone
booths in Hong Kong by installing Wi-Fi hotspots
and information panels for better access of public
information, payments and even online shopping. “This
bold idea requires a lot of legislative amendments,
for instance no advertisements are currently allowed
on these booths, and they are operated by different
service providers. These are challenges the SCC has
to consider and deal with.”

A few years ago, New York city started a similar plan
called LinkNYC. NYC took just one year to retrofit
all the telephone booths and astonishingly the city
Government didn’t even pay a single dollar for it. What
is more, service providers who paid the retrofitting
cost agreed to update services regularly, thus making
a three-win situation for the government, industry and
citizens. “Therefore, increasing public expenditure may
not be the most efficient way to develop smart cities,
the government can simply set rules and let companies
take over the work,” Eric gave a sudden grin, “Hong Kong
people are smart, they are always ready to strike gold.”
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There are lots of excellent researches
projects in Hong Kong, but they have not
yet been commercialized. The SCC hopes

to prompt the Government to enhance
laws and regulations so that more smart
products and services can be introduced to
the society.
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